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Al & Multiagent Systems Research for Social Impact

Public Health Conservation Public Safety
and Security
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Key Research Challenge

Optimize Our Limited Intervention Resources
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Outline
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Public Safety and Security:
Stackelberg Security Games

Conservation/Wildlife Protection:
Green Security Games
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11 July 2006: Mumbai

TRAIN OF TERROR

Mumbai continues to be the prime target for terrorist groups.
It has borne the brunt of seven attacks in the past 13 years,
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ARMOR Airport Security:

Erroll Southers

Date: 10/13/2022

LAX(2007)

LAX Airport, Los Angeles
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LAX Airport Case: Optimize Limited Security Resources

Eight Inbound Roads, Eight Terminals: Limited Staff, Canines

Y

How to optimize limited security resources?
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Background on LAX Airport Threats:
Survelillance Opportunity
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Game Theory for S IdIVARER o1V felsN @it g g]V£-11[e]g

New Model: Stackelberg Security Games, key aspects for tractability

Set of targets, payoffs based on targets covered or not
Stackelberg Leader-Follower formulation

[ Adversary ]

Terminal #1 | Terminal #2

Terminal #1 .-

[ Defender | Terminal #2

Date: 10/13/2022



Game Theory for Security Resource Optimization

New Model: Stackelberg Security Games

[ Adversary ]

Terninal #1  Terminal #2

Terminal #1
Terminal #2

2, -1

[Defender]

Date: 10/13/2022
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Model: Stackelberg Security Games

Can we use Stackelberg Security Games for

security resource optimization?

Stackelberg: Defender commits to randomized strategy, adversary responds

Security optimization: Not 100% security; increase cost/uncertainty to attackers

Challenges faced: Massive scale games

[ Adversary ]

Terminal #1  Terminal #2

Terminal #1

[ Defender | Terminal #2

Date: 10/13/2022
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ARMOR at LAX _ Rey
Basic Security Game Operation [2007] Kiekintveld _ Pita

Target #1 Target #2 Target #3

Defender #1
Defender #2
Defender #3

\ g

Mixed Integer Program

¥

Pr (Canine patrol, 8 AM @Terminals 2,5,6) = 0.17

Canine Team Schedule, July 28

Terml Term?2 Term3 Term4 Term5 Term6 Term7 Term 8
8 AM Teaml Team3 | Teamb

9 AM Teaml | Team?2

| 3
Q
N
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OK IF YOU DO NOT FOLLOW THIS SLIDE 1 m

Mixed Integer Program [2007] Kiekintveld  Pita

| ——b

Target #1 Target #2 Target #3

Defender #1
Defender #2
Defender #3

max > >’ Rij X X< « { Maximize defender }

ieX jeQ expected utility
4
_ St. X. =1 Defender mixed
We are trying to Z ! @ \ strategy )
Find xi e D
qu =1 « Adversary response
1€Q L )

0<(a — Zcij x)<(@—q;)M « Adversary best

= response

Date: 10/13/2022

I 15



SECURITY GAME PAYOFFS [2007]
Previous Research Provides Payoffs in Security Games

Target #1 Target #2 Target #3

Defender #1
Defender #2
Defender #3

+ Handling - _ _ « Maximize defender
Uncertainty x| I expected utility

— Delta Shuttle
Delta Priority

Date: 10/13/2022
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ARMOR:
Optimizing Security Resource Allocation [2007]

First application: Computational game theory for operational security

January 2009
eJanuary 3  Loaded 9/mm pistol
eJanuary 9t 16-handguns,

1000 rounds of ammo
eJanuary 10"  Two unloaded shotguns
eJanuary 12t Loaded 22/cal rifle
eJanuary 17" Loaded 9/mm pistol
January 22" Unloaded 9/mm pistol

Date: 10/13/2022
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ARMOR AIRPORT SECURITY: LAX [2008]
Congressional Subcommittee Hearings

Commendations Erroll Southers testimony
City of Los Angeles Congressional subcommittee

Newsweek

ARMOR...throws a digital cloak of invisibility....

Date: 10/13/2022
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Federal Air Marshals Service [2009]

Visiting Freedom Center: Home of Federal Air Marshals Service

Date: 10/13/2022

Strategy 1

Strategy 2

Strategy 3

Strategy 4

Strategy 1 Strategy 2 Strategy 3 Strategy 4

IRIS 1000 flights/day
Actions: ~1041

19



Scale Up Difficulty [2009]

[xi Defender mixed strategy ]

e
o Lo

Kiekintveld Jain

l
ma,, 33 Ryxe

ieX jeQ
st. Zx 1qu_1
jeQ
0<(a - ) Cyx)<(-g,)M
leX

Date: 10/13/2022

1000 flights, 20 air marshals:
combinations

Attack Attack Attack Attack
1 2 o 1000

1041 rows
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Scale Up [2009] l ":-';
Exploiting Small Support Size '

Kiekintveld Jain

Lsma” support set Size:} 1000 flights, 20 air marshals:

combinations

Most x; variables zero

Attack Attack Attack Attack
1 2 1000

L}
— e
Ly, U .. ) v Ty U J,

123 ~
X104 = 0.239 BRI 5,-10 4,-8 -20,9

17 2 E
B —

135 —
Xq7s = 0.123

1041 rows
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New Exact Algorithm for Scale up 1

Kiekintveld Jain

Incremental strategy generation: First for Stackelberg Security Games

Attack 2

Secondary (LP Duality Theory)
Best new pure strategy

Attack 2 ... Attack 6
-20,9

~
GLOBAL OPTIMAL lity Theory)
1000 defender strategies re strategy
NOT 104

O, U O, LU

)

Date: 10/13/2022
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IRIS: Deployed FAMS [2009-]

E ‘k-;g New Project I

| L7 Load Project |

Irftelligent Ramdiomization In Scheduling

MMCREATE [Eaveons

Significant change in FAMS operations

Transportation Security
Administration

Oftice of LLaw Enforcement/Federal Air Marshal Service
Milind Tambe

In recognition and 2 pp 1uhion of yvour outstandy ng chievemen developing the
Intcllipgent Randomiza l Sc Iu fu l L (IRI\ ) progr: to advance (hu mission of the
Office nt l aw Lnfo t/Federal \ PM lml \

I'his 2™ day of Seprember, 2011

September 2011: Certificate of
Appreciation (Federal Air Marshals)
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Questions?

Date: 10/13/2022
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Lesson 1. Immersion & Partnership

Source: GAO. | GAO-20-125

* Understanding their counter-terrorism experience

n Los Angcles
Yca7so

Date: 10/13/2022 25



Date: 10/13/2022

|

FBI
SWAL
COUNTER-TERRORISM_

Erroll
Southers
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Lesson 1: Immersion & Data to Deployment Pipeline
Partnership with Govt or non-Govt agency throughout

Prescriptive
algorithm

Immersion

Field tests
: &
Data Multiagent
Collection Reasoning deployment

Intervention

Date: 10/13/2022
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Lesson 2: Al Innovation & Social Impact Goes Hand-in-Hand

Advancing Al + MAS Achieving impact

Game theory * Public health

Social networks e Conservation

Bandits * Public safety

POMDPs
RL

Decision-focused
Learning




Lesson 3: Need for Human
but Simplify Interaction

BIOR - Checkpoint A

File  Restrictions  Reports

wh

é ll_-ol.} ﬁrlgeles World Airports mC RE ATE TEAMCO

HOMELAND SECURITY CENTER

Sun Mon Tue Wed Thu Fri Sat

0! 3112
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m 12
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w
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(O Must Be Scheduled 5 3 4 5 B 7 8
) Must Not Be Scheduled [_IToday: 11/13/2007
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. Manually adjust the generated schedule
O Unrestict [ Add ] - [ e ] Dapsto Schedule |7 4
Patrols to Schedule 0 3
Simultaneous Patrols |1 2
Randomness: Uncalculated
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Supervision?
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ARMOR Transition

| ImRSHALL

McCLAIN
LAAPOA
PRESIDENT B

McCLAIN
Lai1rod

Date: 10/13/2022 30



ARMOR at LAX, IRIS with FAMS:
Both Needed Six Months of Evaluation

* Evaluation: complex




Cost-benefit papers

Savings
e S30 Million in ARMOR

e S35 Million in PROTECT
> benefit of IRIS

Date: 10/13/2022

Risk Analysis, Vol. 40, No. 3, 2020

DOI: 10.1111/risa.13403

Assessing the Benefits and Costs of Homeland Security
Research: A Risk-Informed Methodology with Applications
for the U.S. Coast Guard

Detlof von Winterfeldt,'* R. Scott Farrow,” Richard S. John,! Jonathan Eyer,'
Adam Z. Rose,! and Heather Rosoff!

J. Benefit Cost Anal. 2020; 1-22 © The Author(s), 2020. Published by Cambridge University Press
on behalf of the Society for Benefit-Cost Analysis

doi: 10.1017/bca.2020.24

Scott Farrow” and Detlo

von Winterfeldt

Retrospective Benefit-Cost Analysis of
Security-Enhancing and Cost-Saving

Technologies




Some lessons

* Impact evaluation is complicated

* Must respect others with other areas of expertise: partnership and
humility

* Need new publication venues for Al for social impact:

* If its not a methodological advance Al conferences did not care,

* Problematic for Al for social impact because impact evaluation is difficult and Al
conferences at the time didn’t seem to care

 Did not set an end date! There must be an end date

Date: 10/13/2022
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26 Nov 2008, Mumbal
Police Checkpoints: Network Security Game Jain

Road networks:
20,000 roads, 15 checkpoints

&

- v '
.,r g \ \‘-
| Mira-Bhayander.. = .. Bhiwandi
.k '."“‘:'\’J . X W/ \
Kalyan—b?ﬁb v;nll
(TR T
-, A d
7 150 edges

2 Checkpoints
150-choose-2 strategies

THE
ATTACK
'ON MUMBAI

INTRODUCTION BY
VIR SANGHVI

Hindustan Times
U


http://www.chicagonow.com/blogs/dennis-byrne-barbershop/assets_c/2009/12/Mumbai-thumb-550x301-41266.jpg
http://gallery.mid-day.com/plog-content/images/specials/minutes-to-midnight/police-nakabandi.jpg

Zero-Sum Network Security Game [2013]

Jain

Double oracle: New exact optimal algorithm for scale-up

Path#1 Path#2  Path #3 Defender oracle

Checkpoint ) ) ) Path #1 Path #2
strategy #1 ! ! ’

Checkpoint

Checkpoint ) _ _ strategy #1
strategy #2 ’ ! ’

Checkpoint
strategy #2

Path #1 Path #2 Path #3

Checkpoint
strategy #1

Checkpoint
strategy #2

Date: 10/13/2022 35



Presentation at the Indian National Police Academy:

Network Security Game [2016]

Road networks:

20,000 roads, 15 checkpoint:
Solved under 20 min

- ." i y
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- " o < §
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d o ’ Y
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Some lessons

* No “immersion” meant no ability to build up trust

Date: 10/13/2022
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US Coast Guard:
PORT PROTECTION PATROLS DEPLOYED [2011-]

USS Cole after attack French oil tanker hit by small boat




PROTECT: Port and Ferry Protection Patrols [2011]

Boston Los Angeles

Date: 10/13/2022
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PROTECT: Port and Ferry Protection Patrols [2011] _@b‘?.

Shieh An
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PROTECT: Ferry Protection Deployed [2013]

DETLY Lanaing rnn

Port liberte.

NEW YORK

IK

St. Gegé

STATEN
ISLAND

]
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PROTECT: Ferry Protection Deployed [2013]

DETLY Lanaing rnn

Port liberte.

NEW YORK

IK

St. George '8

STATEN
ISLAND

]
Date: 10/13/2022 ] 42



PROTECT: Ferry Protection Deployed [2013]

Date: 10/13/2022
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FERRIES: Mobile Resources & Moving Targets

Transition Graph Representation

O

Fang

Jiang

Marginal strategy: New scale-up approach for Stackelberg Security Games

5 min 10 min 15 min

A A,5min r------> A, 10 min r------> A, 15 min
____________ T -7
e T NPT E P N

B B,5min r------> B, 10 min r------>{ B, 15 min
_____________ .. ==
""""""""""" NPEL L IRRRETSN

C C, 5 min -------%C, 10 min[F------>C, 15 min

Date: 10/13/2022
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FERRIES: Mobile Resources & Moving Targets
Transition Graph Representation

5 . 1D . 15 .
.
A A 10minr------
—
S ~o - ~~~
—~— - ~—
-~ - -~
-~ - -~
-~ - -~
—‘— ~~~ ~~~
-~
—‘— ~~~ ~~
- -~ - o
B I ——————
al
S~ -~ -
-~ -~ -
— ~~ "
~~ —y —
-~ ~ -
-
-~ - -~
— —
—y — —y
— — —y
-~ - ~ -~
~ - - -~

Date: 10/13/2022 45


http://www.google.com/url?sa=i&rct=j&q=staten+island+ferry+coast+guard+patrol&source=images&cd=&cad=rja&docid=53knJak73ne2EM&tbnid=5WvOp1fzJnxbQM:&ved=0CAUQjRw&url=http://www.facebook.com/USCGNEWYORKCITY&ei=xH94UZ-XH6b8igKkhoGwCA&bvm=bv.45645796,d.cGE&psig=AFQjCNE9isrfcE6EBfOZP3sT-UOfN5VAxw&ust=1366937750751749

FERRIES: Mobile Resources & Moving Targets
Transition Graph Representation

Patrol protects nearby ferry locations

5 min 10 min 15 min
A A, 10 minf------
B _______
C _______

Date: 10/13/2022 46
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FERRIES: Mobile Resources & Moving Targets
Transition Graph Representation

A [A5min]

Date: 10/13/2022

5 min 10 min 15 min g
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FERRIES: Mobile Resources & Moving Targets
Transition Graph Representation

ARMOR style LP: Determine probabillity for each route

[Defender] [NT X; variables}

5 min 10 min 15 min

“ 550, Patroller

Date: 10/13/2022 48
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FERRIES: Scale-Up
Transition Graph Representation

Variables: NOT routes, but marginal probability over each segment

[Defender] @bles ]

5 min 10 min 15 min s

(310 min]——[_15 min Jais

Date: 10/13/2022 49
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FERRIES: Scale-Up
Transition Graph Representation

Theorem: Marginal representation does not lose any solution quality

{Defender}[ N2.T x; variables ]

bles ]

5 min 10 min 15 min g
A (10 min | [, 35 min il
B 55 = Patroller
C

Date: 10/13/2022 50
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PROTECT: FERRY PROTECTION DEPLOYED [2013-]

SIGNUP | LOGIN

m i qeport A Main QExplore / Assignments 4 Profile (® Upload

NOT VETTED BY CNN

e o e ), S, Coast Guard prote €
e e e Otaten Island Ferry:|l feel safe!

Ey shortysmom | Posted September &, 2013 | Staten Island, New Yaork Ed Share on Facebook 0

About this iReport
* Mot vetted for CNN

- Posted September 8, 2013 by 51/64



PROTECT: Port Protection Patrols [2013]
Congressional Subcommittee Hearing

June 2013: Meritorious Team Commendation July 2011: Operational Excellence
from Commandant (US Coast Guard) Award (US Coast Guard, Boston)

gD Infrastructure USHR12 Trar RECORDE

US Coast Guard testimony
Congressional subcommittee

Date: 10/13/2022
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http://teamcore.usc.edu/Awards/coast_guard_lapel_pin.png
http://teamcore.usc.edu/Awards/Meritorious_2013.jpg

Some lessons

* PROTECT: 2011-2017

Date: 10/13/2022
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Train Patrols
Execution Uncertainty: MDPs

N

Jiang Delle Fave

5 min 10 min 15 min

C LN '

Date: 10/13/2022 54
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Questions

Date: 10/13/2022
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Evaluation

* “BUT DOES THIS WORK”?

Date: 10/13/2022
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Evaluating Deployed Security Systems Not Easy

How Well Optimized Use of Limited Security Resources?

Security Games superior
VS
Human Schedulers/’simple random”

AR

» Lab evaluation

» Scheduling competitions: Patrol quality unpredictability? Coverage?
» Field evaluation: Tests against real adversaries

» Economic cost-benefit analysis

AR

AR

AR

o

*

Date: 10/13/2022
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Field Evaluation of Schedule Quality

Improved Patrol Unpredictability & Coverage for Less Effort

Patrols Before PROTECT: Boston Patrols After PROTECT: Boston

Base Patrol Area

- Count

Count

—_— e e
Day 1 Day 2 Day 3 Day 4 Day 5 Day 6 Day 7 Day 1 Day 2 Day 3 Day 4 Day 5 Day 6 Day 7

350% increase Iin defender expected utility

Date: 10/13/2022
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Field Evaluation of Schedule Quality

Improved Patrol Unpredictability & Coverage for Less Effort

0.5

@ )
FAMS: IRIS Outperformed expert human over six
months | .
Report:GAO-09-903T ] Rl S
\laitelligent Randomization In Schegy/
/ «@=Human e=a=Game Theory \

ol

Trains: TRUSTS outperformed expert humans
schedule 90 officers on LA trains

.
Ul

N

Security Score
w
3

w

-

Date: 10/13/2022

59



Field Tests Against Adversaries

Computational Game Theory in the Field

Controlled
iy r | pe
BN Ve ro)Rail S

= 21 days of patrol, identical conditions

= Game theory vs Baseline+Expert

Not Controlled

Date: 10/13/2022

20 -
® Game Theory
15 -
Baseline + Expert

10 -

5 % I

0 _

# Captures /30 # Warnings /30 # Vlolatlons /30
min min min

100 - ®m Miscellaneous mDrugs = Firearm Violations
75> | Before

50 - ARMOR

25 -

0

Pre-ARMOR 2008 2009 2010
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MILIND TAMBE'S ARMOR AND ITS MANY
ITERATIONS ARE USED AROUND THE wWoRLD TO
PROTECT AGAINST TERRORISM, POACHERS,
ILLEGAL FISHING AND OTHER THREATS.

SUCCESSFULLY TESTED

Guif of Mexten (Near Corpus Christl, Texns)
ARMOR 115 H

ALK 58 i il [ (gpamtty ~em iyl ree

sehmdilm WA Oovamt Goard

o Ehwaw Hmpa! letuimg uf o

vk and /¢ snappNe Do iatione. (300

Lon Angsies Metro TPULTS

ThG Lot Anguins Bherly s Duparrmont, wiwi s
LA Matve sedwenirooy f) urily, wmgiaged
TRUSTS v intailigenely 22w pis
schedisios I 22) firw evasten. The Shwills
(Mot e Lot me 1 (1 T e T )
CADUTIMests be o R e UL LR
fuplny v ? s i g s vt |

Crined DAl 2acvpriam on LA Mafro, (2o

Ugands — FAWS

Upends rangorl tedtad FAWS ot Cuewn
Fiizapeth National Fart to Ingelllgently
oo POkt be pewewnt the desgtie of
naias, (aeldiling Cxse v ffiin, wetar i
ot grant fornad hags, st e anamd up

fwenily md wepnrted s Tk et {srg)

Molaywia = PAWS
4N NG that 1 commited o
Aw 20 il of Ugws and cter wild
e cerfunetion with the ne ot group
e U Lesting FAWS (0 foresn v

wn Mokerade. £ evaluots 23 andiy 5o

oo itee petcnle i L shafenging,

m [2009)

L O

POSSIBLE FUTURE TEST SITES

Wctnan, Catbodia Ranyladssh indencsis
— FAWNS

DEPLOYED

Partn morey
POOTECT miwilgpenity sesdamiess U L Conal
Guard datali (0 DPOMDS SCATLA FE0RErTNS 1Y
16cuTe Cowded plerL. 3008 ANT feTy
tormenes
PROTTEY Ja s luged w
Fart of New York und Newe swswy
Purl of Mastns
Purt of Messsan
Pert of L os Aasgeies-{ 00 Poec

FUTURE TEST SITES

Singapore — STREETS

Snpapersen afc outhor 2ies couid empley
ITREETS te Stallpaitly *2edomits police patra
BTl rovdinmns dhilomen w Mg Jreniiiem in M

EUDTEUNTETIE

Siaton mlanyd Furry PROTECY
PROTECT provides protedNon te 10 J0aten
dstznd Ferry, witloh eurstod 4p e 4 000
PIICSAQINE I DOSA Umes

Low Angnlow latermatinmal Alrpest AllMO»
ARON (il geetty sl i pee schatiiius nf

Chechonints niung e Sew roade rhat lsand (o

the awpant

deployed Miing Tamdo's MI5 ¢
wwaniganily resssmijos fwdwrss a
gt sohedlag te ke el Ml

Prola U ST aiin 1) wosds be

-

e ~
A“

Madagaacar — PAWS

MIDng Temde, wotng #ith Marsa™ Gore, an
ow 8 professoc of canserIaTi e A

st i) Miigns Tinte Linives iy

Matagesp Il aiisnty goans «avbod 4 e

Wahary degy (4 ¢ £ evanlually
wmploy PAND in Madugassar 1w rundeam e
petrol rehoeses fur 1engwes postcn nnd
et ot b agieinle to . N
1) Crisaba, sapacinily Llegal logaing

New applications: cybersecurity, protecting of endangered wildlife and fisheries, protecting
forests, audit games, drug design against viruses, traffic enforcement, software code
testing, adversarial machine learning
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Public Safety and Security:
Stackelberg Security Games

Conservation/Wildlife Protection:
Green Security Games
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World Bank Global Tiger Initiative
How | got into Al for Wildlife Conservation

‘ ® INAUGURAL CEREMONY @

THE SECOND uwamncm
sru(xTaKlNo CONFERENCE 2014 ©

SHFIKH HASINA

SAVE TIGER ThER
CONSERVATION |
LANDSCAPES

Join now »
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Poaching of Wildlife in Uganda
Limited Intervention (Ranger) Resources to Protect Forests

Share or Trap Wire snares
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Stackelberg Security Games?
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» Stackelberg security games (SSG)
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Green Security Games Combine
Stackelberg Security Games and Machine Learning
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» Not fully strategic adversaries

Fang

» Boundedly rational poachers, past poaching data

» Learn adversary response model at targets “1”
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Learning Adversary Response Model:
Uncertainty in Observations

Nguyen Gholami

Data Prediction Prescription
Collection g i max, 33 g,(x,)
19 ::f: — sty x, =1
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Learning Adversary Response Model:
Uncertainty in Observations

4

Nguyen Gholami

Area habitat

Ranger patrol

Probability of snare

Per 1 KM Grid Square

Animal density Area slope

Distance to rivers /
roads / villages

Training: Filtered Datasets Predict: Ensemble of Classifiers
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PAWS: First Pilot in the Field

(AAMAS 2017)

Ford Gholami

= Two 9-sqg.km areas, infrequent patrols

= Poached elephant
= 1 elephant snare roll

= 10 Antelope snares
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PAWS Predicted High vs Low Risk Areas:
3 National Parks, 24 areas each, 6 months

(ECML PKDD 2017, ICDE 2020)
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PAWS Real-world Deployment
Cambodia: Srepok Wildlife Sanctuary

(ICDE 2020)

2019 PAWS: 521 snares/month

2021 PAWS
VS

2018: 101 snares/month 1,000 snares found in March
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PAWS GOES GLOBAL with SMART platform!!
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Cross River, Nigeriaf v - A

Protect Wildlife
800 National Parks

Around the Globe

Sapo, Liberia
Kafue, Zambia

Gonarezhou, Zimbabwe '

Limpopo, Mozambique
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